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Introduction

Title 21 CFR Part 11 of the US Code of Federal Regulations became effective on 20 August 1997
and defines criteria under which the FDA accept
“electronic records and electronic signatures as trustworthy, reliable and equivalent to paper
records and handwritten signatures executed on paper.”
Electronic records and signatures that comply with this Regulation can replace paper records for
•

FDA submission

•

FDA inspection

•

Archiving purposes

To ensure that a supplier’s electronic records stored on BOMcheck comply with Title 21 CFR Part
11 requirements, there need to be two types of controls in place:
•

Administrative and procedural controls which must be implemented and maintained by the
supplier. These administrative and procedural controls are contained in the BOMcheck
Member Rules for Suppliers. Failure to comply with these Member Rules can result in
termination of the Membership by BOMcheck.

•

Technical controls which are provided by the BOMcheck database.

This document explains these two types of control in detail, and how compliance with the Supplier
Member Rules will ensure that a Supplier’s electronic records comply with Title 21 CFR Part 11
requirements, and are equivalent to paper records and handwritten signatures executed on paper.
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Definitions (21 CFR Part 11: para 11.3)

Electronic records means any combination of text, graphics, data, audio, pictorial, or other
information representation in digital form that is created, modified, maintained, archived, retrieved
or distributed by a computer system.
Electronic signature means a computer data compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to be the legally binding equivalent of the
individual’s handwritten signature.
Closed system means an environment in which system access is controlled by persons who are
responsible for the content of electronic records that are on the system.
The BOMcheck web database has been designed to work as a closed system. Its key technical
controls and features are
•

Access Control to the web database (login and password)

•

Electronic Records (file integrity)

•

Audit Trail (change and system history)

•

Electronic Signatures (status of electronic records)

Providing the Supplier complies with the BOMcheck Supplier Member Rules, these technical
features ensure that the Supplier’s electronic records will comply with Title 21 CFR Part 11
requirements, and are equivalent to paper records and handwritten signatures executed on paper.
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Administrative and Procedural Controls

The following Administrative and Procedural controls are contained in the BOMcheck Supplier
Member Rules.
•

The Member will appoint an Authorised Individual who will have the authority to access the
Database and upload Data on behalf of the Member. This appointment will be confirmed on
the Member’s application form.

•

The Authorised Individual will complete an on-line application form on www.bomcheck.net for
Membership of the Database. The application form requires the Authorised Individual to
confirm that the Member has read, understood and agrees to abide by all of these Member
Rules. A copy of these Member Rules is posted on www.bomcheck.net.

•

The application form requires the Authorised Individual to confirm that pursuant to Section
11.100 of Title 21 of the Code of Federal Regulations the Member intends that all electronic
signatures provided by the Authorised Individual are the legally binding equivalent of traditional
handwritten signatures.

•

When the Authorised Individual completes an application to join the Database a document
containing the Member’s application details is generated in pdf format. The Authorised
Individual will sign a paper copy of this pdf document and return it by fax or e-mail to
BOMcheck within 14 days. BOMcheck reserves the right to suspend or terminate a
Membership if the Member’s signed application document is not received at BOMcheck’s
offices within 14 days of the first occasion when the Member pays the annual subscription fee
by credit card on www.bomcheck.net

•

Pursuant to Section 11.100 of Title 21 of the Code of Federal Regulations, the Member will
authorize BOMcheck to certify the Member’s electronic signature arrangements with the US
FDA by submitting a paper copy of application form document, signed by the Authorised
Individual, to the US FDA, Office of Regional Operations (HFC-100), 5600 Fishers Lane,
Rockville, MD 20857.

•

All applicants for Membership will include a valid D-U-N-S® number on their application form.
A D-U-N-S® number is a unique nine-digit identification number which provides unique
identifiers of single business entities, while linking corporate family structures together. The DU-N-S® number system is administered by Dun & Bradstreet and is available at www.dnb.com.

•

BOMcheck will check the identity of the Member by verifying the Member’s D-U-N-S® number
against the company name and address details. BOMcheck reserves the right to suspend or
terminate a Membership if BOMcheck finds, or has reasonable cause to suspect, that any
details on the Members application document are inaccurate or incomplete.

•

The Authorised Individual will have a unique company e-mail address. BOMcheck will validate
the e-mail address of the Authorised Individual and will establish an electronic signature for the
Authorised Individual. This electronic signature will be attached to all Data that the Authorised
Individual will upload to the Database on behalf of the Member.

•

BOMcheck will provide the Authorised Individual with a login (which will be the Authorised
Individual’s business e-mail address) and password to enable the Authorised Individual to
access the Database and upload the Member’s Data to the Database. The Authorised
Individual will change their password at the end of each quarter.

•

The Member undertakes to take all necessary steps to ensure that the Authorised Individual
does not divulge their password to any other person or allow any other person access to the
Database. If the Member becomes aware or suspects that the Authorised Individual’s
password has been disclosed to any other person, or unauthorised access has taken place, the
Member will report this immediately to BOMcheck so that the password can be changed and/or
another Member employee appointed as the Authorised Individual.
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•

The Member accepts and acknowledges that any failure by the Member to comply with the
above Member Rule will result in suspension of the Members access to the Database by
BOMcheck and the Member will not regain access to the Database, unless it has been
authorised to do so by BOMcheck.

•

The Member undertakes to ensure that the Authorised Individual will change their password at
the end of each quarter.

•

The Member will maintain the appointment of an individual Member employee as the
Authorised Individual at all times. The Member will inform BOMcheck immediately if there is a
need to appoint another employee as the Authorised Individual for any reason.
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Access Control to the Web Database

The primary role of access control is to limit system access only to the Authorized Individual at the
supplier company. Supplier data can only uploaded to the BOMcheck web database if the
Authorised Individual’s login is successful.
Identification restrictions for Authorized Individuals include:
•

Every Authorized Individual’s has a unique login (the person’s e-mail address) and specific
password.

•

No two Authorized Individuals can have the same login. Generic e-mail addresses such as
info@supplier.com are not accepted.

•

Old accounts can be disabled but not deleted

An Authorized Individuals login can not be deleted or renamed, even if no other records refer to this
login. In this way, the BOMcheck web database ensures that the entries in the audit trail can be
uniquely assigned to an Authorized Individual.
The BOMcheck web database defines:
• The minimum password length of 8 characters in length
• Password must include at least one special character (such as ! # $) for enhanced security
• Maximum number of login attempts. Accounts will be locked after 5 failed login attempts.
• Inactivity lock. Login sessions will expire after 30 minutes inactivity. Supplier users must reenter their login and password to regain access.
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5.1

Electronic records
File integrity

Title 21 CFR Part 11 requires that electronic records must be protected against intentional or
accidental modification or deletion.
The BOMcheck database meets this requirement by storing all electronic records in a relational
database which sits behind the password-protected login. This means that only the supplier’s
Authorized Individual can upload data to the BOMcheck web database.
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5.2

Electronic copies

Copies in non-editable pdf file format and in XML and CSV file format can be generated of all
electronic records that can be signed. Electronic copies for inspection by internal or external
auditors (e.g. RoHS regulators, FDA) are generated in non-editable .pdf file format.
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Electronic signatures

When a supplier’s Authorized Individual decides to approve (or cancel or withdraw) a substance
declaration, the Authorized Individual is required to enter their password to attach their electronic
signature to the electronic record. The electronic signature is linked to the electronic record that
the Authorized Individual signs and cannot be removed, copied or transferred.
The process of signing generates:
•

Printed name of the signer

•

Date and time of the execution

The electronic signature is visible in the electronic display as well as in all CSV file format and .pdf
file formats of the electronic record.
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Audit Trail

The BOMcheck database generates a secure, time-stamped audit trail which independently records
the date and time of the Authorized Individual’s entries and their actions that create, modify, or
delete electronic records. Record changes do not obscure previously recorded information. The
audit trail is stored indefinitely on BOMcheck and will not be deleted under any circumstances.
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